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Development Standards & Practices Used 

● Agile work methodology 
● Standard Software Development Lifecycle 
● Code should be fully tested 
● Push code to Git repository often 
● Utilizing VM testbeds set up for us 
● Using meaningful naming conventions. 

Summary of Requirements 

● Develop machine/deep learning algorithms to apply to power grid data 
● Create a frontend dashboard to display the power grid data after having those algorithm(s) 

applied to it 
● Test and validate the application with power grid simulators like OPAL-RT. 
● The project will run on the Google Cloud Platform 
● The system will allow for real-time power grid data as input 
● The frontend will be implemented as a web application 

Applicable Courses from Iowa State University Curriculum  
● COM S 228 
● COM S 309 
● COM S 311 
● COM S/S E 319 

 

New Skills/Knowledge acquired that was not taught in courses 
List all new skills/knowledge that your team acquired which was not part of your Iowa State 
curriculum in order to complete this project.  
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1 Introduction 

1.1 ACKNOWLEDGEMENT 

Special thanks to Dr. Gelli Ravikumar for providing us with the opportunity to work with him on 
this project, providing us with resources and ideas to complete this project, and for always being 
available to answer questions when needed. 

We would also like to thank the research students for providing us the PowerCyber Testbed so that 
we will be able to test our application. 

1.2 PROBLEM AND PROJECT STATEMENT 

General Problem Statement 

Power Grids serve several homes and businesses and over time, the functioning of a power 
grid can have anomalies and instabilities. Operators in the power grids must monitor large 
amounts of data to detect these anomalies. The issue that our team aims to address is the execution 
of efficient and accurate analyses of real-time power grid data. 

General Solution Approach 

To resolve the issue, our team will develop a Machine Learning algorithm that can learn to 
analyze the power grid data and display these analytics in the form of graphs and plots. The 
Machine Learning algorithm will be deployed on the Google Cloud Platform so that it can run 
continuously and provide the visuals to the Dashboard that a power grid operator can access. The 
goal of our application is to predict anomalies within power grid nodes at different locations to 
enable prompt response and to minimize potential outages. 

1.3 OPERATIONAL ENVIRONMENT 

The client side operation for this project will be run in a docker container so that all of the 
libraries and dependencies are included. The machine learning and backend side of the project will 
be run on the GCP (Google Cloud Platform) which will handle the processing of power grid data 
and servicing the client docker containers. There will be no extreme or hazardous conditions that 
will affect this project. 

1.4 REQUIREMENTS 
● User Interface to view analyzed data 

○ The UI should be able to parse json data from the backend. 
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○ UI should be able to display meaningful insights about the power grid data in 
forms of graphs and statistical data. 

○ UI should be in the form of a web application 
○ The UI should show real-time data using a moving window 

● The power grid data will be streamed into the backend through json format. 
● The backend server will use a trained ML model to detect anomalies in the power grid 

data. 
● The ML model will be created using tensor flow and trained on the OPAL-RT power grid 

simulator. 
● The backend server will send information to the frontend about potential anomalies and 

metrics through json 
● The backend server will maintain a database of previous data in an ORM. 
● The backend will be migrated from the cyber-testbed VMs to the Google Cloud Platform 

1.5 INTENDED USERS AND USES 

The intended audience for this project is power grid managers/operators who will need to 
know real time analytics for the power grid. The application will provide them with visualizations 
of the power grid nodes and alerts if anomalies are present. 

1.6 ASSUMPTIONS AND LIMITATIONS 

Assumptions: 

● Clean power grid data will be supplied to us. 
● Machine/deep learning algorithms will work as expected. 
● Frontend will provide a clean interface to display data from the backend. 

Limitations: 

● Google Cloud Platform only allows us $300 worth of trial credits per account. 
● Currently, the team has a very limited knowledge on machine/deep learning algorithms. 
● Testing will not be performed with real power grid data, or power grid operators, therefore 

the validity of testing is only from the power grid simulators (OPAL-RT). 

1.7 EXPECTED END PRODUCT AND DELIVERABLES 
● A trained Machine Learning algorithm for analyzing power grid data will be implemented 

(Deadline: April 2021) 
○ The algorithm will be created using Python and Google’s Tensorflow machine 

learning libraries. This allows for relatively easy development of ML or DL 
algorithms. The algorithm will first be trained using simulated data.  

● The application will be connected to a live stream of power grid data (Deadline: February 
2021) 

○ One of the expected requirements is to provide the user a live stream of analyzed 
data. Therefore it is necessary to receive a livestream of power grid data for the ML 
algorithm to analyze. 

● A web server created with Python to handle HTTP requests (Deadline: March 2021) 
○ The backend of this project will be developed using the Flask framework. This 

component will handle all communication with the client-side of our application. 
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It will also be connected to the database through which we can feed the live power 
grid data.  

● The frontend will be implemented as a web application (Deadline: March 2021) 
○ Our team has decided to design the frontend in Javascript using ReactJS libraries. 

React is a rich library for creating user interfaces. The application will then be built 
into a Docker container that we can deploy to our cloud platform. 

● The frontend will provide some type of geographical visualization of the power grid 
(Deadline: April 2021) 

○ The user will be able to view the various nodes generating power in the grid. Each 
node will provide analytics during its operation. 

2 Project Plan 

2.1 TASK DECOMPOSITION 

In order to solve the problem at hand, it helps to decompose it into multiple tasks and subtasks and 
to understand interdependence among tasks.  

Frontend 

● Set up ReactJS template for the Dashboard 
● Dockerize ReactJS for PowerCyber testbed 
● Migrate from PowerCyber testbed to GCP 
● Design the UI for dashboard 
● Start building the dashboard modules 
● Test communication with backend to display data 
● Prototype a working version of the dashboard 

 
Backend 
 

● Web server and Database 
○ Deploy web server 
○ Setup database config 
○ Complete URL mapping to database 

● Machine Learning Development 
○ Setup Tensorflow 
○ Integrate test power grid data 
○ Configure ML real-time data 
○ Rough training of ML model (Narrow algorithms) 
○ Finalize ML model (Testing accuracy and functionality) 

2.2 RISKS AND RISK MANAGEMENT/MITIGATION 

● The accuracy of the machine learning algorithm to detect anomalies will only be trained on 
OPAL-RT 

○ This means that the machine learning model will only have simulated data to 
predict anomalies in real-world data 

● There is a spending requirement of 300$ for using the Google Cloud Platform for the 
backend 
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○ This means that the migration will occur later into the project timeline so if there 
are any problems with the migration there will not be a lot of time to diagnose. 

2.3 PROJECT PROPOSED MILESTONES, METRICS, AND EVALUATION CRITERIA 

● The ML algorithm should be able to classify anomalies with 85% accuracy. 
● The lag between the real-time data and analysis shown on the frontend should be less than 

3 seconds. 
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2.4 PROJECT TIMELINE/SCHEDULE 

 

 

2.5 PROJECT TRACKING PROCEDURES 

Our team plans to use Git issues to track specific tasks that will be assigned to team members. Git’s 
functionality allows our team to see what tasks are actively being worked on as well as what still 
needs to be done. Also, members will be able to review the work of other members when an issue is 
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completed. Additionally, our team is using a Discord server for all internal text and voice 
communication.  

2.6 PERSONNEL EFFORT REQUIREMENTS 

 

Task Description Person-hours required  

React template setup The frontend dashboard uses 
ReactJS. 

4-5 

Deploy web server in Google 
Cloud Platform 

Primary site for frontend and 
backend/ML will be setup via 
GCP 

6-10 

Dockerize ReactJS for 
PowerCyber testbed 

ReactJS will be dockerized for 
use in PowerCyber and later in 
GCP server. 

2-3 

Setup database configuration Setting up tables for storing 
input and output data for the 
ML algorithm 

6-8 

Design UI Based on client requirements, 
a suitable UI needs to be 
designed 

10+ 

Setup Tensorflow as the 
primary ML framework 

Tensorflow initial setup to 
accommodate input/output 
data type(JSON) for training 
models. 

8-12 

Connect database repository 
to the backend framework 

Sending and retrieving data 
from the ML framework will 
be done through a backend 
software. This software will 
communicate with the 
database 

3-5 

Building UI modules After initial design of the UI, 
the components will be put 
into development by the 
frontend team 

10+ 

Integrate power grid data Configure Tensorflow to take 
JSON data input 

3-5 

Connect backend with the 
frontend 

Setting up communication 
link between backend and 
frontend. 

2-3 
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Training of ML model After initial experimentation 
of the framework, training 
algorithms will be used on the 
provided data to detect 
anomaly and other analyses 

30+ 

Configure frontend and 
backend for real-time data 

The dashboard should show 
real-time data analyses for this 
project. Configuration of 
ML/backend with frontend to 
transmit data in real-time 

6-8 

Testing Dashboard (frontend) 
prototype 

The prototype version of 
Dashboard UI should meet 
major client requirements 

5 

Testing/Finalize ML model Assuming the ML has trained 
its model, test the accuracy 
and functionality of its 
anomaly detection capability 
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2.7 OTHER RESOURCE REQUIREMENTS 

Since this project is completely built through software, there are no additional resources required 
such as materials or parts. The project will be using Google Cloud Platform for backend and 
frontend. Resources will be provided by the client. We will be using open source software including 
Tensorflow, Flask, Docker, and MySQL. 

 

2.8  FINANCIAL REQUIREMENTS 

Our one financial requirement is to ideally stay within $300 worth of Google Cloud Platform 
credits. Other than that, we will be utilizing open-source tools, so our team should not incur any 
monetary costs. 

3  Design 

3.1 PREVIOUS WORK AND LITERATURE 

Include relevant background/literature review for the project  

–  If similar products exist in the market, describe what has already been done  

–  If you are following previous work, cite that and discuss the advantages/shortcomings  

–  Note that while you are not expected to “compete” with other existing products / research 
groups, you should be able to differentiate your project from what is available  
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Detail any similar products or research done on this topic previously. Please cite your sources and 
include them in your references. All figures must be captioned and referenced in your text.  

 

3.2 DESIGN THINKING 

Detail any design thinking driven design “define” aspects that shape your design. Enumerate some 
of  the other design choices that came up in your design thinking “ideate” phase. 

3.3 PROPOSED DESIGN 

Include any/all possible methods of approach to solving the problem:  

– Discuss what you have done so far – what have you tried/implemented/tested?  
– Some discussion of how this design satisfies the functional and non-functional 

requirements of the project. 
- If any standards are relevant to your project (e.g. IEEE standards, NIST standards) discuss 

the applicability of those standards here  
- This design description should be in sufficient detail that another team of engineers can 

look through it and implement it. 

 

3.4 TECHNOLOGY CONSIDERATIONS 

Highlight the strengths, weakness, and trade-offs made in technology available. 

Discuss possible solutions and design alternatives 

3.5 DESIGN ANALYSIS  

–  Did your proposed design from 3.3 work? Why or why not?  

–  What are your observations, thoughts, and ideas to modify or iterate over the design?  

   

 

 

3.6 DEVELOPMENT PROCESS 

Discuss what development process you are following with a rationale for it – Waterfall, TDD, Agile. 
Note that this is not necessarily only for software projects. Development processes are applicable 
for all design projects. 

 

3.7 DESIGN PLAN 

Describe a design plan with respect to use-cases within the context of requirements, modules in 
your design (dependency/concurrency of modules through a module diagram, interfaces, 
architectural overview), module constraints tied to requirements. 
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4  Testing  
Testing is an extremely important component of most projects, whether it involves a circuit, a 
process, or software.  

 

1. Define the needed types of tests (unit testing for modules, integrity testing for interfaces, 
user-study or acceptance testing for functional and non-functional requirements). 
2. Define/identify the individual items/units and interfaces to be tested. 
3. Define, design, and develop the actual test cases. 
4. Determine the anticipated test results for each test case  

5. Perform the actual tests. 
6. Evaluate the actual test results. 
7. Make the necessary changes to the product being tested  

8. Perform any necessary retesting 
9. Document the entire testing process and its results  

Include Functional and Non-Functional Testing, Modeling and Simulations, challenges you have 
determined.  

4.1 UNIT TESTING 

– Discuss any hardware/software units being tested in isolation  

 

4.2 INTERFACE TESTING 

–  Discuss how the composition of two or more units (interfaces) are to be tested. Enumerate all the 
relevant interfaces in your design.  

 

4.3 ACCEPTANCE TESTING 
How will you demonstrate that the design requirements, both functional and non-functional are 
being met? How would you involve your client in the acceptance testing? 

4.4 RESULTS 

– List and explain any and all results obtained so far during the testing phase  

●  Include failures and successes  

● Explain what you learned and how you are planning to change the design iteratively as you 
progress with your project  

● If you are including figures, please include captions and cite it in the text  
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5  Implementation 
Describe any (preliminary) implementation plan for the next semester for your proposed design in 
3.3. 

 

 

 

6  Closing Material 

6.1 CONCLUSION 

Summarize the work you have done so far.  Briefly re-iterate your goals. Then, re-iterate the best 
plan of action (or solution) to achieving your goals and indicate why this surpasses all other 
possible solutions tested. 

 

6.2 REFERENCES 

List technical references and related work / market survey references. Do professional citation style 
(ex. IEEE). 

 

6.3 APPENDICES 

 

Any additional information that would be helpful to the evaluation of your design document. 

If you have any large graphs, tables, or similar data that does not directly pertain to the problem 
but helps support it, include it here. This would also be a good area to include hardware/software 
manuals used. May include CAD files, circuit schematics, layout etc,. PCB testing issues etc., 
Software bugs etc. 
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